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Legal notice 

Copyright © 2007 Nokia Corporation. All rights reserved. 

Nokia and Nokia Connecting People are registered trademarks of Nokia Corporation. 
Other product and company names mentioned herein may be trademarks or trade 
names of their respective owners. 

Disclaimer 

The information in this document is provided “as is,” with no warranties whatsoever, 
including any warranty of merchantability, fitness for any particular purpose, or any 
warranty otherwise arising out of any proposal, specification, or sample. Furthermore, 
information provided in this document is preliminary, and may be changed substantially 
prior to final release. This document is provided for informational purposes only. 

Nokia Corporation disclaims all liability, including liability for infringement of any 
proprietary rights, relating to implementation of information presented in this document. 
Nokia Corporation does not warrant or represent that such use will not infringe such 
rights. 

Nokia Corporation retains the right to make changes to this specification at any time, 
without notice. 

License 

A license is hereby granted to download and print a copy of this specification for 
personal use only. No other license to any other intellectual property rights is granted 
herein. 
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1 .  I n t r o d u c t i o n  

There have been problems when trying to install self-signed certificates to an S60 
device, to enable it to trust the server certificate. By default, some servers create a self-
signed certificate where the signer is not a Certification Authority (CA) certificate. The 
S60 platform does not support the installation of a non-CA certificate as a trusted root 
certificate. 

This document describes an alternative way to set up a CA and create a server 
certificate that is signed by that CA, as well as how to install the server certificate. The 
CA certificate can be installed to the device to enable it to trust the server certificate.  

In addition, a way to save the non-CA certificate is introduced in Chapter 3, “Installing a 
self-signed certificate to an S60 device.” It is an alternative solution to the one described 
in Chapter 2, but using the CA certificate is recommended. 

An open source program called XCA is used in this document. XCA is a graphical 
interface for OpenSSL and it is currently in beta phase. The usage of third-party 
applications mentioned in this document happens under the agreement between the 
software provider and the user. 
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2 .  St e ps  

2.1 Launch XCA and create a new key 

1. Download and install XCA for Windows from  
http://www.hohnstaedt.de/xca/xcawin.html 

2. Launch XCA. 

 

 
Figure 1: Launching XCA 

3. Click the New key button. You are prompted to enter a new password for the 
Certificate and key management database because this is the first time you 
use this program. When you open the program the next time and open the 
default database, this password is asked. 
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Figure 2: Password prompt for the Certificate and key management 
database 

4. Give a unique name for the key and define the keysize. This key is used with 
the CA certificate for certificate signing. 

  
Figure 3: Name and keysize prompt for a new key 

2.2 Create the Certification Authority (CA) certificate 

This is needed to issue the server certificate for the Web server. 

1. Go to the Certificates tab and select New Certificate. Click Next on the first 
page of the Certificate wizard. 
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2. On the next page, select CA Template as the template for the certificate. 

 
Figure 4: Selecting CA Template as the template for the certificate 
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3. Enter the information for your CA certificate. 

  
Figure 5: Entering personal information for the CA certificate 

4. On the next page, you can select the validity period of the CA certificate. 
Leave the type as Certification Authority. 

  
Figure 6: Selecting the validity period for the CA certificate 
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5. You can leave the default settings on the next page. (Certificate sign and 
CRL sign options selected). 

  
Figure 7: Certificate key usage settings 

6. On the next page, leave Netscape extensions as default and click Next. 

7. Click Finish to create the certificate. 

8. Now you can see the CA certificate on the Certificates tab. 
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Figure 8: CA certificate on the XCA Certificates tab 

2.3 Create a certificate request for your Web server 

1. Create a certificate request using the instructions from your Web server 
provider. 

2. Transfer the Certificate request file to the computer where XCA is (if it is 
different than the Web server). 

2.4 Sign the certificate 

1. In XCA, go to the Certificate signing requests tab. 
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Figure 9: XCA Certificate signing requests tab 

2. Select Import and select the Certificate request file that was created in the 
previous section. After opening it you can see the certificate request on the 
Certificate signing requests tab. 

 

 
Figure 10: Certificate signing requests tab with the recently created 
certificate request 

3. Go to the Certificates tab and select New Certificate. 

4. The Certificate wizard opens. Click Next. 
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5. As in Figure 11, select Sign this Certificate signing request and select the 
request which you imported. In the Signer part, select Use this certificate 
for signing and select your CA certificate. For the template, select Server 
Template. 

  
Figure 11: Certificate template selection page 

6. Click the Next button four times and then click Finish. 

2.5 Export the certificate to a file 

1. On the Certificates tab under CA certificate, you can see the certificate that 
was just created. Select it and click Export. 

2. Select the path and file name (the file extension is .cer) for the certificate 
export it in DER format. 

3. In the same way, export the CA certificate in DER format. Information about 
installing the certificate to a device can be found in Section 2.7, “Install the 
CA certificate to an S60 device.” 

4. After installation, the certificate for the server is in place. 

5. If the server is on a different computer, transfer the file to the server. 
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2.6 Install the certificate to the server to use it in SSL/TLS 

To install the certificate for use in SSL/TLS, follow the instructions from your Web server 
provider. 

2.7 Install the CA certificate to an S60 device 

1. Transfer the CA certificate .cer file, which was created in step 3 of Section 
2.5, to the device, for example, with Nokia PC suite (or send it to Inbox via 
Bluetooth or infrared). 

2. Open the file on the device with File Manager. (If it was sent as a Bluetooth 
message, as in Figure 12, or as an infrared message, open it from the 
Inbox.)  

 
Figure 12: The newly created CA.cer file in the Inbox 

3. You can see the certificate details. Select Save. 

  
Figure 13: Saving the certificate 
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4. Select Save again if you trust the certificate. 

  
Figure 14: Prompting to save or discard the new certificate for security 
reasons 

5. Enter a label for the certificate. 

  
Figure 15: Entering the label for the new certificate 
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6. Select Internet as certificate uses and then press OK. 

  
Figure 16: Selecting certificate uses 

7. The certificate has been saved and the device will trust the server certificate. 

  
Figure 17: The certificate is saved 
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3 .  I n s ta l l i n g  a  s e l f - s i g n e d  c e r t i f i c a t e  t o  a n  S 6 0  
d e v i c e  

This chapter describes how to install a non-CA self-signed certificate to an S60 device. 
This is an alternative solution to the one described in Chapter 2, “Steps.” 

To install a self-signed certificate, you can do the following: 

1. Export the certificate in DER format (without private key). 

2. If the certificate file extension is .cer, change it to .der. 

3. Copy the certificate file to your Web server. 

4. Set the MIME type for the directory where the certificate is to 
application/x-x509-ca-cert. 

 In some servers, this can be done from properties of the Web directory 
-> HTTP Headers -> MIME Types… and adding the mentioned MIME 
type for the .der file. 

 When using Apache server, edit the mime.types file. 

5. Use the Web browser in the S60 device to browse for the certificate. 

6. Save the certificate (as described in Section 2.7, “Install the CA certificate to 
an S60 device,” from step 3 onwards). 
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4 .  Te r m s  a n d  a b b r e v i a t i o n s  
 

Term or 
abbreviation 

Meaning 

CA Certification Authority 
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5 .  E v a l u a t e  t h i s  r e s o u r c e  

Please spare a moment to help us improve documentation quality and recognize the 
resources you find most valuable, by rating this resource. 
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