Creating Certificates for a
Web Server Using XCA and
Installation into S60
Devices

Version 1.0
March 14, 2007



Creating Certificates for a Web Server Using XCA and Installation into S60 Devices | 2

Legal notice

Copyright © 2007 Nokia Corporation. All rights reserved.

Nokia and Nokia Connecting People are registered trademarks of Nokia Corporation.
Other product and company names mentioned herein may be trademarks or trade
names of their respective owners.

Disclaimer

The information in this document is provided “as is,” with no warranties whatsoever,
including any warranty of merchantability, fitness for any particular purpose, or any
warranty otherwise arising out of any proposal, specification, or sample. Furthermore,
information provided in this document is preliminary, and may be changed substantially
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1. Introduction

There have been problems when trying to install self-signed certificates to an S60
device, to enable it to trust the server certificate. By default, some servers create a self-
signed certificate where the signer is not a Certification Authority (CA) certificate. The
S60 platform does not support the installation of a non-CA certificate as a trusted root
certificate.

This document describes an alternative way to set up a CA and create a server
certificate that is signed by that CA, as well as how to install the server certificate. The
CA certificate can be installed to the device to enable it to trust the server certificate.

In addition, a way to save the non-CA certificate is introduced in Chapter 3, “Installing a
self-signed certificate to an S60 device.” It is an alternative solution to the one described
in Chapter 2, but using the CA certificate is recommended.

An open source program called XCA is used in this document. XCA is a graphical
interface for OpenSSL and it is currently in beta phase. The usage of third-party
applications mentioned in this document happens under the agreement between the
software provider and the user.
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2. Steps

2.1 Launch XCA and create a new key

1. Download and install XCA for Windows from
http://www.hohnstaedt.de/xca/xcawin.html

2. Launch XCA.

=10l

File Help

RS54 Keps IEert\ficate zighing requests I Certificates | Templates | Revocation lists

Internal name I Keylength | se count I

Hew Key

Ex=port

Import

Impart PP (PRCS#12)

Shiow Detailz

Delete

Change password

Figure 1: Launching XCA

3. Click the New key button. You are prompted to enter a new password for the
Certificate and key management database because this is the first time you
use this program. When you open the program the next time and open the
default database, this password is asked.
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21

X Certificate and Key management %
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Pagzword ||

Repeat pazsword I
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Figure 2: Password prompt for the Certificate and key management
database

4. Give a unique name for the key and define the keysize. This key is used with
the CA certificate for certificate signing.

O 21

New key %

Pleaze give a name to the new key and select the desired keyzize

Key properties
Mame IM}' key

Keysize | 1024 bit =]

LCancel | Create |

Figure 3: Name and keysize prompt for a new key

2.2 Create the Certification Authority (CA) certificate

This is needed to issue the server certificate for the Web server.

1. Go to the Certificates tab and select New Certificate. Click Next on the first
page of the Certificate wizard.
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2. On the next page, select CA Template as the template for the certificate.

21
Certificate template selection
Signing request
’7|_ Sign thiz Certifizate signing request j
Signer
' Create a zelf signed certificate with the serial |1
= Use this Certificate for for signing I j

Template

Template for the new certificate |[{ESEEEE

¥ Change the default extension settings from the template

Cancel | < Back | Mest » I Help |

Figure 4: Selecting CA Template as the template for the certificate
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3. Enter the information for your CA certificate.

Certificate personal settings

2%

— Source of the subject

Internal name IM.'u'EA Organisation IM.V QOrganization

Country code |F| Organ. urit IM.V argan. unit

State or Province ITampale Common name IM.'n' C4

Locality I E-Mail address I

I commaonh ame j I Add Delete

Object |Value |

— Private key

I Mykey =| |MDE = Generate a new key

Cancel | < Back | Nexst » I Help

Figure 5: Entering personal information for the CA certificate

4. On the next page, you can select the validity period of the CA certificate.

Leave the type as Certification Authority.

21X

Certificate . 503 v3 Extensions

— Baszic Constraints Key identifier
Type I Certification Authority j ¥ Subject Key Identifier
Path length I ¥ Ciiical Iv Autharity Key | dentifier

— Walidity Time Range

Mat befare IT I Sep vl lﬁ IT . IT . I? Maw 10 IYears -
Motater [22 [Aug =] [01 [07 . [54 . [&  Now| | [ Midigh e |

subject alternative name I

[T Copy e-mai address fiom subject line

issuer alternative name I

[T Copyjssuer name

Cancel < Back | Mest > I Help |

Figure 6: Selecting the validity period for the CA certificate
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5. You can leave the default settings on the next page. (Certificate sign and
CRL sign options selected).

2l
Certificate key usage setup
— Key Usage — Extended Keyp Usage
I LCiitical I™ Ciitical
Digital Signature FAICrosolt TSt List signing ;I
Non Repudiation Microzoft Server Gated Crppto
K.ey Encipherment Micrazoft Encrypted File Spstem
D ata Encipherment Nx.atsc:ape Servetr Gated Crypta
Key Agreement Microzoft EFS File Recovery
IPSec End System
IPSec Tunnel
IPSec User
Decipher Only IP security end entity
Smart Card Logon -
CAL distibution poirt |
Authority Info Access I OCsP j I
LCertificate Palicies I
Cancel | < Back | Mext » I Help

Figure 7: Certificate key usage settings

6. On the next page, leave Netscape extensions as default and click Next.

7. Click Finish to create the certificate.

8. Now you can see the CA certificate on the Certificates tab.
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Figure 8: CA certificate on the XCA Certificates tab

Create a certificate request for your Web server

1. Create a certificate request using the instructions from your Web server

provider.

2. Transfer the Certificate request file to the computer where XCA is (if it is
different than the Web server).

Sign the certificate

1. In XCA, go to the Certificate signing requests tab.
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Figure 9: XCA Certificate signing requests tab
2. Select Import and select the Certificate request file that was created in the

previous section. After opening it you can see the certificate request on the
Certificate signing requests tab.

I [ 3

File Help

RS54 Keys | Certificate signing requests Certificates I Templates Revocation lists

Internal name Comman Mame I
—— X Hew Reguest |
}%.. certreqforsca  laptopserver! 23 nmp nokia com
Import |
Show Details |
Delete |

Figure 10: Certificate signing requests tab with the recently created
certificate request

3. Go to the Certificates tab and select New Certificate.

4. The Certificate wizard opens. Click Next.
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5. Asin Figure 11, select Sign this Certificate signing request and select the
request which you imported. In the Signer part, select Use this certificate
for signing and select your CA certificate. For the template, select Server
Template.

2]

Certificate template election

— Signing request

Iv Sign this Certifizate signing request certregioraca j

— Signer

™ Create a zelf signed certificate with the serial |1

" Use this Certificate for for signing I My j

Template

Template for the new certificate | EERERIENEELE]

¥ Change the default extension settings from the template

Cancel | < Back | et » I Help

Figure 11: Certificate template selection page

6. Click the Next button four times and then click Finish.

Export the certificate to a file

1. On the Certificates tab under CA certificate, you can see the certificate that
was just created. Select it and click Export.

2. Select the path and file name (the file extension is . cer) for the certificate
export it in DER format.

3. In the same way, export the CA certificate in DER format. Information about
installing the certificate to a device can be found in Section 2.7, “Install the
CA certificate to an S60 device.”

4. After installation, the certificate for the server is in place.

5. If the server is on a different computer, transfer the file to the server.
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2.6 Install the certificate to the server to use it in SSL/TLS

To install the certificate for use in SSL/TLS, follow the instructions from your Web server
provider.

2.7 Install the CA certificate to an S60 device

1. Transfer the CA certificate .cer file, which was created in step 3 of Section
2.5, to the device, for example, with Nokia PC suite (or send it to Inbox via
Bluetooth or infrared).

2. Open the file on the device with File Manager. (If it was sent as a Bluetooth
message, as in Figure 12, or as an infrared message, open it from the
Inbox.)

Figure 12: The newly created CA.cer file in the Inbox

3. You can see the certificate details. Select Save.

55 Save certif.
A <

Save certificate:

Figure 13: Saving the certificate
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4. Select Save again if you trust the certificate.

;E . Save certif.
:

Save certificate:

New certificate
might be unsecure. ©
Save anyway?

Figure 14: Prompting to save or discard the new certificate for security
reasons

5. Enter a label for the certificate.

;5 =) Save certif.
-T

Save certificate:

Figure 15: Entering the label for the new certificate
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6. Select Internet as certificate uses and then press OK.

;E . Save certif.
-T

Save certificate:

Certificate uses:
X) Internet l
B Online cert. checking

Figure 16: Selecting certificate uses

7. The certificate has been saved and the device will trust the server certificate.

- > Save certif.
i
Save certificate:

Certificate saved 'VJ‘
b

Figure 17: The certificate is saved
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‘3. Installing a self-signed certificate to an S60
| device

This chapter describes how to install a non-CA self-signed certificate to an S60 device.
This is an alternative solution to the one described in Chapter 2, “Steps.”

To install a self-signed certificate, you can do the following:
1. Export the certificate in DER format (without private key).
2. |If the certificate file extension is .cer, change it to .der.
3. Copy the certificate file to your Web server.
4

Set the MIME type for the directory where the certificate is to
application/x-x509-ca-cert.

= In some servers, this can be done from properties of the Web directory
-> HTTP Headers -> MIME Types... and adding the mentioned MIME
type for the .der file.

= When using Apache server, edit the mime. types file.
5. Use the Web browser in the S60 device to browse for the certificate.

6. Save the certificate (as described in Section 2.7, “Install the CA certificate to
an S60 device,” from step 3 onwards).
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4. Terms and abbreviations

Term or Meaning
abbreviation

CA Certification Authority
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5. Evaluate this resource

Please spare a moment to help us improve documentation quality and recognize the
resources you find most valuable, by rating this resource.
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