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1 Introduction 

The purpose of this document is to define the ‘‘Device Encryption Management Object v1.0’’ settings 
format for Open Mobile Alliance (OMA) Device Management (DM) usage. The definition of the 
parameter settings formats consists of tree structure, instance identifiers, and a detailed description 
of the management tree.  

For information on devices supporting this object version, see the Forum Nokia Device Specifications.  

The following document is a Nokia interpretation of the OMA Device Management specification.  The 
intent of the document is to explain the organization of the parameters associated with this 
functionality.  
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1.1 Notation 

In this document the following notation is used to describe the DM Management Object tree model 
and parameters: 

 

Figure 1: DM Management Object tree model and parameters 

Named parent object 

The name of the parent object is fixed. If the parent object's occurrence is One, the object's scope is 
permanent and cannot be deleted. If parent object's occurrence is ZeroOrOne, the object's scope is 
dynamic and can be created and deleted at run time by Management Server. 

Run-time object 

Run-Time objects can be created and deleted at run-time by Management Server. Run-time objects' 
scope is dynamic. Run-time objects in the text are represented by an <X> notation where <X> 
represents the node's instance identifier that is generated dynamically and can have any 
alphanumeric characters as a value.  

Leaf object 

Management objects without any children are called leaf objects. Description framework type for leaf 
objects in this document is text/plain. 

Link object 

Link object is a type of Leaf object that has an absolute URI value pointing to another object in the 
management tree of the same device, that is, always starting from the root node. 

 Following characters are used in the management object tree diagram to indicate how many 
instances of a specific node the Management Authority is able to configure in the Management Object 
Tree: 

 

Character Meaning 

+ One or many occurrences; that is, at least one instance of the 
parameter needs to exist and be configured. 

* Zero or more occurrences. 

? Zero or one occurrence. 

(None) Occurrence is One; that is, the parameter needs to exist and be 
configured. 

More information about the management tree, object descriptions, and property elements 
(Occurrence, Scope, Access Type, and Format) can be found from the OMA Device Management Tree and 
Description document [3]. 
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2 Device Encryption management object v1.0 description 

This chapter defines the management object structure and identifiers needed when managing Device 
Encryption using OMA DM. 

2.1 Commands 

There are three main command categories that can be activated using OMA DM for Device Encryption.  

2.1.1 Disable UI 

If the policy for device encryption states that the user is not allowed to remove encryption, the UI can 
be locked for that action by the administrator. The locking is not dependent on the actual encryption 
status; that is, the UI lock can also be used to disable encryption on the device. See Section 2.2.7 
"./DevEnc/UIState" for more information. 

2.1.2 Encrypt 

Both the device memory and the memory card can be encrypted by the administrator over OMA DM. 
For the device memory, there is only one option for encryption, that is, the key is generated in the 
device using random data and it cannot be retrieved. 

For the memory card, there are three options: 

1. Normal encryption. The key is generated in the device and stored in write-only memory. 
Restoring factory settings makes the card unreadable. 

2. Backup encryption. The key is generated in the device and stored in write-only memory, but a 
copy of the key remains in the DM adapter to be retrieved by the administrator. This allows 
restoring the key after a factory reset or making the card readable also in other devices. 

3. Restore encryption. The key is not generated in the device, but sent to the device as a part of 
the DM structure. The key is stored in the device in write-only memory. This operation can be 
used to restore a key that was retrieved using a Backup encryption operation. 

2.1.3 Decrypt 

The decrypting operation is the same for both the device memory and memory card, and there are no 
options or parameters for it. 

2.2 Node descriptions 

2.2.1 ./DevEnc 
 

Occurrence Format Access type 

One Node Get 

The DevEnc node is a parent to all Device Encryption objects. Scope of this node is permanent. 

2.2.2 ./DevEnc/PhoneMemoryCmd 
 

Occurrence Format Access type 

One Int Replace 
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This permanent node is used for starting a decrypting or encrypting operation on the phone memory. 
 

Write values Description 

0 Start decrypting 

1 Start encrypting 

2.2.3 ./DevEnc/MemoryCardCmd 
 

Occurrence Format Access type 

One Int Replace 

This permanent node is used for starting a decrypting or encrypting operation on the memory card. 
See Section 2.1.2, "Encrypt" for a detailed explanation of the encryption options. 
 

Write values Description 

0 Start decrypting. 

1 Start encrypting. 

2 Start backup encrypting; key is generated in the phone and 
can be retrieved (see Section 2.2.6, 
"./DevEnc/MemoryCardEncKey"). 

3 Start restore encrypting; key is sent to the phone in 
conjunction with this command (see Section 2.2.6, 
"./DevEnc/MemoryCardEncKey"). 

2.2.4 ./DevEnc/PhoneMemoryStatus 
 

Occurrence Format Access Type 

One Int Get 

This permanent node is used for getting the phone memory encryption status. 
 

Read values Description 

8 Phone memory is decrypted (can be encrypted). 

9 Phone memory is being decrypted (not possible to encrypt). 

10 Phone memory is encrypted (can be decrypted). 

11 Phone memory is being encrypted (not possible to decrypt). 

12 Phone memory is being wiped. 

13 Phone memory is corrupted. 

2.2.5 ./DevEnc/MemoryCardStatus 
 

Occurrence Format Access type 

One Int Get 

This permanent node is used for getting the memory card encryption status. 
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Read values Description 

8 Memory card is decrypted (can be encrypted). 

9 Memory card is being decrypted (not possible to encrypt). 

10 Memory card is encrypted (can be decrypted). 

11 Memory card is being encrypted (not possible to decrypt). 

12 Memory card is being wiped. 

13 Memory card is corrupted. 

2.2.6 ./DevEnc/MemoryCardEncKey 
 

Occurrence Format Access type 

One B64 Get, Replace 

This permanent node is used for getting/setting the memory card encryption key. 
 

Values Description 

< base64-
encoded key > 

Encryption key for memory card; should be set when using 
restore encrypting and read when backup encrypting is done. 

2.2.7 ./DevEnc/UIState 
 

Occurrence Format Access type 

One Int Get, Replace 

This permanent node is used for getting/setting the encryption UI status in the phone. 
 

Values Description 

0 Phone and memory card status can be changed in the phone 
UI. 

1 Memory card status change disabled. 

2 Phone memory status change disabled. 

3 Both disabled. 

2.2.8 ./DevEnc/PhoneMemoryProgress 
 

Occurrence Format Access type 

One Int Get 

This permanent indicates the progress of the current en/decryption process. The value of this node is 
undefined if no phone memory operation is ongoing, that is, state is not 9 or 11. 
 

Value Description 

0..100 Progress status in percent. 
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2.2.9 ./DevEnc/MemoryCardProgress 
 

Occurrence Format Access type 

One Int Get 

This permanent indicates the progress of the current en/decryption process. The value of this node is 
undefined if no memory card operation is ongoing, that is, state is not 9 or 11. 
 

Value Description 

0..100 Progress status in percent. 
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3  Terms and abbreviations 
 

Term or 
Abbreviation 

Meaning 

DDF Device Description Framework 

DM Device Management 

DMAcc Device Management Account 

OMA Open Mobile Alliance 

SyncML Synchronization Mark-up Language 
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5 Evaluate this resource 

Please spare a moment to help us improve documentation quality and recognize the resources you 
find most valuable, by rating this resource. 
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